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(57) Abstract: 

PURPOSE: A harmful web site management database update method and system is 
provided to automatically collect data for harmful web sites, to check if the 
collected data has an error, and to perform an effectiveness test for maintaining 
the latest harmful web site data providing service. 

CONSTITUTION: The method comprises steps of a harmful web site data collection, 
a harmful site check, and an effectiveness test. In the harmful web site data 
collection step, a web robot automatically searches web sites from a start site 
designated by a user, and stores a web site at a source database if a harmful 
keyword is included in the contents of the searched web site by referring to a 
harmful keyword database. In the harmful site check step, a specialized searcher 
directly visits the corresponding web site and determines if the web site is 
harmful. In order to enhance a correctness degree, a check process is performed 
twice. In the effectiveness test step, a web robot searches each site stored at a 
harmful web site management database, determines an effectiveness, stores the 
site at an effectiveness test database for a period if the site does not satisfy a 
reference, performs a check process by storing the site at the source database or 
a candidate database if the site needs to be checked again, and deleting the site if 
the site needs not to be checked again. 
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^-3.^- 7>-^3|-£ a 0 ^£ £ ^^jSl-Jl, OH- 317113.03. %^*}3L ^t}7) -B-«flA>OlE ciioiEiuiioi^ ^ 

& "J"^ ^ ^J^cf. €■ ^<H1 ^WH^tt ^ SiLB(Web Robot)7> ^ >*H(Web Surfing)* 

^sfl^ ^-3 -B-«fl 7l (Key word H] 4^ «S -fj-sfl Afo) e s. t}^}^ r^o] e] ufl o|i<2]-, 

7] {M^ME^O]^* f r «flAfo]E o] -g-*).cr| ^^A>7> <^^-« ^(l^V 3*)SH « - 7 | - 

*7l ^Sfl ^AjjA)^ ^cflolE]Ul]oliO] ^JjL^. .Ojg. ^-CJ(2^> ^^Hr -H-«|]A>o}HcflolEl 

aflol^, o.sflA>o|E c)lolE^lol>, Hl-g-g- ^AV^M -frS^ o^S. 3^ ^_9_ 7 ]. oli=, A>o)ES 7i^-S]-^ 

-B-Jl^ ^a> 0]o| e1 alleles, ^-^cj. a^l ^-^^ wj-tfl?!- <$2] oie^ -PrSH^olE-g. ^ s.iiS(Web Robot)* °1 

-8-^}^ #0>A^ ^AlcflolEiUll 0)^0)1 T^sf^ -S-«flA).olE S^Afli, ^ £iE( Web Rob 0 t)7> -fr 

sflA>olE2] -B-^fl ^^^>3Z §^-5>^ ^-«flA>o)E Zie)jl 3* -R-*l)A}-o] Hc |l o|E^lol^ -B- 
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S. IS: ^-^ofl -B-8llA).ol e fl)olE]mo}ii #*12} ^sfl a^ea ^ -as. z±o)oy ZL*g(Block Diagram), 

IE 2^ 4 SiS(Web Robot)sl -R-*1W 0 1 e ^ 

#2fl°fl ^-§-5)^ <yE^ji -B-«Ha>o1e o.s^ a} &| 7}-*] iSSsfio] (Software)7> A)-g-5] ji <&Sl^, t}] -?--£-£] 

E?h ^7l iHHSlH^ ^Hlt ^Sfl^ *WB. ^ -fr^r^ -H«li2l -B-SflA>o]E 01olE^Hl]o)i7> 

3*1^ ifl-g.o.3. -JMsH *§>Jl t *HMl51 fflol ^7ji+fe a)) S o. A}o|E f ^7>S r £r ^o] xflcfle. o) -f.o^ 

-S-aflAWmsRr ^-^fe -fl-sfl <H^-« ^r^-sV^l *S}<*| avoids ^ 

*r*r #**MI ^AsLAi ^sfl ^A^ i«<q- A J. olS o| ^7> njHlJL OI^H -B-^^o|El 

■& ^-gr #Efl2l Ji^sl-71 3J.2.3.. n ^-aj-fr -8-sfl*r# ^t>)^2] (Contents) <?] 

^SflA>OlH2l ^-§-^*>Jl ®±= ^ Al^-S- ^^-*>jl *J-Aj- ^Alo^ ««fl4o)E f -fM*W 

^t!" -B-JL^ ^A)- S£/lAf ^^5><^ 2jA]o] ^^-^ o. sflc )lo)ElmloliS. O-^Afole 7.}r£ ^ ^t}0^ 

v £*§2\ t 1 ^ ^ 4-8- 

-frilA}o|E cflolEiBflol^ ^1<4 Aj-7) -fi-SflAl-olE ^1 «1 «fl O) * #*\+ ^ A] d| o] E-j «1) ^ , 

C-DolEjUflol^, -fS-*iW°m cflolEiHfloli, Jf«1)Afo]e cflolEjUflol^ -fi-SAj ^olE^Bflol^S ^-Aj^j.^ ^- fi^JO 
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°)^\^: -B-sflAl-ol e ^ Hi^lic ^ S.iiB(Web RobotH] 7)"§-3r € ^ ^ SiLBfe 

& -M^r ^olS-f-Ej fl(Web)3^* Al^sV^ ^21^ -frsfl 7)^=. (Key word) dH<M»l] o^s. ^ Af 

olB(Web Site)2l ^-%-°\] -fi-*fl ?lfl = 7> ^-foflxr tfl'SMWH* 31*1 dHEHM^l 



-R-SWIB 3^ SS^Iife ^ -a-sflAVole^ «fl ^-ois>7l fltt ^ MMI( 
Man-Machine Interface)* o]-g-sH ^^}7} Sfl# *}o]m =. w 0 V-g-*l-a} ^fsj-^ell, £_t% 

Sfe ^acflolElUfloliofl 1*> 3**13 AVolS4 ^&*H «iM*M 2*} 3*°) ol-^^l ^o]| -B-SflAV 

£<H. -fh«fl f-s] Afole « = 4<a£L S#^4. 



*\sm- #4. 



^121 -^*BA>0lECll0lE^l0li# ^ O^Cf. 

ojsH^fe £-3* ^ ^^S] a>^3]*V ^a) ofls. Aj-xfl^ aj^5>7|S tfCf. 

£ ^<H] 4^. -B-«flA>ole dlolE^uilol^ *|^^. ^51) Al^uj ^.Aj cfolo]. ZL^(Block Diagram) 

-S-a^ 44vH 5J«14. 

*«8-ft S. £A]^ h>4 ^-ol o.s)|Al.o]E ^ H5.A-ili(si01)^ -S-=Ha>o]e SSAjA (S102)S1- -a-«flA> 

-B-SL^j ^a> =S.A-))^(S103)S -7-a^^ ^^^A^ ^ SJiS7> ?lEi^^- ^a\o]^m. ^^t}^ ^ 

^j^ -B-Sfl^OlE-. ^AJjA>7> ^^S>fe -4 -S-SflA>OlEO)l CjltV -if 51^ ^AV*>^ ^A^Cj-. 

^•71 -^SflAHH ^^-^r ^ S-iLE^ o]^ ^a^ ^oflt^ o]E^j1 ^ AljAf £^ A|--g-Al-7> ^ SJiSS. 

£ 2<H] £4€ wl-sf ^ Sll^ -a-SllA>o)E ^ Alofl^ 3j-<y -Sf^Al-olES. ^cfs>7l ^«fl 'SSIS -B- 

8fl7l^]H2l- -H-SflA>olE ^^]^- Al^Sl-Tfl ^ A]2)-A>olE S ^ A) d| o] E^Hfl O] iS--?-El #S?V4. 



°H, ^ V 7l ^ a]3]-a}o1e «. E ^ ^a)]a a]2)-sH ^3(Link)€ S-^ <^-¥-» 

«^«rfefll ^«^lB7l- 71^ c||olE^lolio)l oln] :g-s.-a aVoIeo]^]^. Hl5IS>^ Afl^-Tfl ^"^^ Aj-oleofl 



- 3 - 



^H-^-Sl ^-2002-0081774 



A cM -H-sflAl-olE 4^ E£>lli2l -8-*BA>ole c^Tfl* -M^sl-^ o.sflAVol S sl ?l^Hf °1^S>^ a) a)- Aj-olSiM'- 

3 "Jl^ 13 3^*rfe S201~S202)S]-; ^ A1-C1E7]. dlolEiaflolisf ^45)5^7} 

^Ajjg].^ cf^)(i^ S203~S204)sq-; ^ AVolH^l -^sfl^. ifl^o] -B-sfl^ol eoj;}! ^^*V^ 

S205-S206)S1-; ^*114 0 |Si ^ ^>°1H1- dlolE-]«1]olio11 ^7> ^^-S>fe <S?]|(^ S207)S. oj-f-o};*) 

4. 



# ^^A>7> Vfl-g-* -ff*fl 34, °H -B-SflAj-OlE^. Al- 

^4 43 ?W 4-fr-sL -B-^fl 4-?- #£4 «-7Hr^ ^^1^ ^sfl £^ ^!-7><a^- 3)-°]$ Jfofl jicflolE^ol^s 



^4 £o] ^-7] ^iLcflolE^lol^ofl a] #3 ifl-g-^ <*A) o)Ei^ ^AjjAVofl ^SflAi Sfu)-^ *g-g-44 -g--gr 444 

4 <^-f-# 2^0.5. *^Sf7)l £)t^, o]trfl -a-SflAl-olES. AVo]Ei^ A\o]^$] ^Z$6\] tt)-e]- &-ff. a]-^* ^ 

^4* 3* 4sfl44S dlolElUfloliofl T^j-Sl-Jil -B-Sfl^l &-gr 4o|E S ^-cj^ A]-o]E^ v^ A y 0 ^ t-fl o) E^] 

Ol^ofl 7-1 A]-^, Ol A^S]Aj #7} V4- A>E|-^1 AfojEfe ^-^1*>7)1 €4. 

434 4*fl44iM 3-, A] Q^ o] ^ §-^7> ^-Aljsl-fe ^ OlE^^l ^ AHS7> 2]| o] a] jg. oV ^Aj^ 

34 <>W7l nfl^-44. 



^, URL(uniform resource locator)^ S^s]^- 444 lie <>) s.e||i(Host Address) ^oflfe 4 3 3^£3(D 
irectory)4 s|)44(Page)7> ^AflsM nfl^-^] iiS ^JELefl^^ 4*fl44 S^Ji sfl£ 4^1 €4l4te cjajselM- 
=H°l^l7r -B-«fltr ^-f 7> gcf. cflS^ ^ Jl^lKWeb Hosting) "3*114 Jii^ ofls. # ^ W 

?i^t4 0 lIE -B-«fltr a>o]s £ ^.Alofl ^Afl*>7l ^ J:^^ ^sflsl iiS <Hsell^l- ol-g-g)-^ ^r'S 

*r7fl * ^^-^]^ cj-s. 0.01 *V A>ol S ofl c|)tV EE^V ^>^S]^ ^^l^o] ^■A.g^.rf. 



^71 -R-SflAl-OlE 55^1^21 -fi-SflArOlE ^^V+^S. Aj-7] ^a] tfl O) E^ B)| O} Af ^.^AHEO)7l- 

^ l^^ti-^K^^ S301~S302)sq- ; ^-7) 1a> ^ A}o|e t ^-^-e)-^ ^fiiHlolElHflol^l ^ #7%( + 

^ S303~S304)21-; ^Jic)l olE^M^-a Jfr^yo] e 017]. ^^^fe 2^ #<S?i| S305~S306)^; 2a>^# 
tir^^Ai -6-sflAVolE- ^-^-s><^ oiolE-lHlloliofl x^s>^ S307~S308)S+; -*7l 2^^f>S7iHl^ -R-sfl 

A>o]E 7 > 0>^ ^-f o.5flA].olEOl7l-l- *^5>^ #7fl(^ S309)2f; -¥-*flA].olEOl7]. 1 . ^^1-^ c}.^|oflAi ^jfl4°IS 

^SfltllolE^lol^oH ^^>^ cjT^Ki^ S310)fi}- -¥"«11A1-01B 0 J7>1- ^cfS^ ^"TiloHAi -^SflAHH7> ^ 
^ 4°)Et 3il7)*>^ >a-7)l(>i^ S31DS. Ol^-<H^Cf. 
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^-3" ^3 MH1 5J^.5. ^Sl'S *}3. -B-«fl^>OlE dlolEiBflol^cH]^ ^A]-g- ^ ^ &7fl 7flA>-g- 7l?V 

4 °1 ^7lal 7l^> <?H1 ^.Jt^ ^joj #J§S|ig Z}X\ 2*\ ^^-¥-£1 3# SS^if 7l^o> £] ^ 2 7> 7fl^ 

* 717J-2J- #7l 2a> 7fl^^ 7]7i <g ^ 7l 7_V o]^ -f^^ ^ S) £ C^A] 1a> ^f^E} ^ HS^if 7] 

^ ^ 1*1" 7fl3^ 7l?_V^S. M-5" ^ 9X^. 

<$7] -^JL^ ^Af ^ SfiEi, ^ A>0] E- BVf5}Ol Afo] EO] vfl-g-# gl^ ^ ^-§- ^Af Cfl# A|-0] E^ jiL Aj 

^5><^ -S-«flA|-o|E cflolE^uflol^oi] oi^je] a. (Inactive) #Efl 0 d-i- ^ <*!■¥■* -fi-Sl^ 

^Af Bflol^moji^ 7^5}- Jl Aj-71 cflolE^lol^ofl A^E^ ^ o] 0.3^ ^ 7 ]§*|| S^Ai 

?l?i -B-J:^ °i-¥-# ^AV*>7fl 34. 

-B-J:^ ^a} HSAfl^ nj-eM jgsH^i 7 ]?i ovofl -B-jcsl-cfji -B-&^ 3 

A> d|olE^)ol>,o,lA^ #7llS)j7 #7l -B-«flA>o]E 0)0] E^ o] ^ 6fl A] Qjj E] a ( Active ) #Efl5. CfA] -frsfl AM .H 
AiHl^o)] Af-g-^t}. 

S*K ^Sfl^l 2*1- 7fl^^ 7171 ftjofl -B-i^Jl 7J-?-<H|fe -B-SflAfolS OjolElaflol^S!}. fl] El Ufl o] ^ 
°)M #7flS)-JL ^C-tlolElHlloliS. CfA] 27> 3*->M1 HS^|Af. 7^^ E S. ^ 

at-K 3*1)*! 1*> ^fl^f 1 7l?_V ^Vofl -ff-jL^Cfjl Tj-ftffl^. -B-SflAVolEcflolE^loliSq- -^-JL^ cfl o] E^Hfl o] ^ 

o)]7i i]-7)l^ ^Ald)olElHfloliO)l T^^-*)-^ CfA] ^ 5S ^|A f 7] Z\ SL^ ^7} l7> 7fl ^ # 7) & 

-n-isl-71 Aj-OlB^ AV^-7.1-7> fil-O] JflCofl ^ 7 ]S>£S. g).^. ^.JrAj ^A> £SA||iS T 1 ^ S| «H 



^-71 -ffJL^a =S^|i2j -B-jLTj ^Al-^^1- #71 ^ +«l|l41olE]mol>i»fl 

^ AfojE = -H-«flA}.OlEOl7l- -R-JL^A} t-HolE^Hfloliofl 7^J-S^ S401 ~S403 )^; AJ-71 -fi-jL^ 

^A> cflolEiUlloliofl ^ AfolES. o.^ 3*1- fl-zjoll 4e(- 7flA>^- 71^1 -Jfi^^Al-S Sj-O^ -^-Jl A>olE6l7]. i 

«-^*>fe S404~S406)S1-; #71 7flA>* 7l?_V -B-^^AH]A-1 -B-JlAI-OIES. 1$ A>0)ES. O.^Aj ^ A|- 

cflolE^Hflol^ollA^ #7llSl-ul CfA] -frtSflAHE tfl <>1 E-] Hfl o) 7|Aj ^ #5>^ ^7fl(^^ S407~S408 ) #71 7)]A>-g- 

7l?i -B-S^^AHlAi 7l?>ol nVS€ 13 ^°lB# 2*> 7fl^# «M -n-S AVo]Bol 7 >l- ^-<a-S>^ 

"8 S409~S410)fil-; #71 27> 7)1^^ 7l?i -B-S^^Al-ollA^ -B-iAl-OlE 5. ^.c}-^ ^ A>olE= ^A> cfl o] El tifl 

iboflA^ #711*1- ji cfAl ^a.tflolE^loli^. 7^#5>fe ^-TiK^^ S411-S412)S1-; #71 2*1- 7fl^^ 7RV -JS-Jl^ ^aHI 
Ai 7l7_Vo| nl-s.^ ^ a>o)e 1 . !^ 71) -fi-JiAj ^AV* S)-^ -B-S: AVo]eoi7].s. ^-^s>^ ^7fl(i^ S413~S414)S1- 
; #7l l7f 7)1^^ 7l?_V -B-JSL^AHlAl -B-S.A>o|ES. QigQ ^ Aj-OlBl- % Af 0] o] E^ Ufl <>1 ^ ofl A] #7llS]-al 

Al €Alc)|OlElUfloliS. *1 #Sj-^ S415~S416)«1-; #71 l7>7fl^^ 7l?i-B-£Aj ^A><H1A^ 7l?iol °V^.^ ^ 

aMH» ^BlAl- 4 1 13 AfojES. ^7l5l-^ ^TiK^Efl S417)S. ol^-^^lcf. 



°l#<HlAi #^]Sl ^13^ ^o] .& ^ o. o-sflAfolE ^ A^Hl^s. o^o} -O-BflAVole ^,^3 -B-*fl# 0 l 

— ^ SS^ifil- -B-SflAl-o|E ^Af -T-^^l -B-SflAj-olE 7l-cJ#Sll- ol-8-sV^, o.«flA>o| E ^,^4 

7l^^O] ^^SJ-S- -g-S>aj ^A]S. ilSl^ -B-^Al-OlES ^Al^ cflolElUHC.1^3. ^E)*><^ -B-«flA)-OlE ^ 

iLt± ^ Al-Cj Aj^-g-g. 0]1- ^ o>V|e]- ^#^0] 40|Ef Al-^^fe §"7)1^^- Sfl^S>£^- *H 

-H-SflAfolE A^Ul^l- A|~g-7>7} C-l fe^ ^ ^ O^-IIL - O^cf. 
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(57) 

■fi-^l^olS cHlol^uflol^ ^egs} ty-i^oq °i<H^, 

A <M « sail 2]«ti -a-=HAfo|Eo] -B-sflaj «s. ^^>ji ^-ff-sVc ^-«HA>oiH g^&q* ^ •8-«d^°ih 

^ ; 

A o V 7) 1^ ^ A>ole= S}^ ^a.d)olE^l <>}+<*] ^^-§>fe 

^a.n1|olElHflolil. o.^A>olEo] 7 > ^^Hfr 2^^#7ili4; 

^7l 2AV^^^)oll^ £ -O-SflAfolE^. -g-fi-^ -a-sflullolEiBflol^) X^j-^ ^]«2f; 

A o v 7l 2x\%^n°\\*\ -B-sfl^l-ol e 7 > 3^- -¥-«flA>olEoi 7 ^ ^s}^ <£7fl£)-; 

-f.«flA].olEOl7>l- *#*l-fe JjLsflA}.0|E0|l3 ^-SflcilolElBiloli^ *j ^%\^. 

ir -a-«flAl.o|E cflolE^lo)>, ^J). aj-lg. 

1*<M ^7] -B-Sfl A)-o]E O-^Aj ^A>n^^A-- ^ 3.iL^7} ^7}?$°.S- -^SfldlolEluflolio]] ^ Af 
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A|-olEOl 7 |. 1 . ^^S].^ #3) S}.; 

^7l ^flAl-g- 7l^V -fr^^HM -fl-2L*V°lS3. ##^1 10 Afol ES. 0.3^ dlolE^H)l°l^°11^ ^1*>J1 CfAl -°- 

SflAlole dlolEimioliS 78-tl ^s}^ #3121-; 

#7) 3)A}-g- 71 ?V -R-SlA^aHH 7\l}o] uy^^ ^ a) .o)e 2*1- 3)3^ -B-JL^ *M -B-S. 7-l°lS°j7l» 

^74]fii-; 

^7] 2*> 7fl^^ 7l# ^Jl^^HH -ft-EAHE-S. ^ ^1°1B« -B-Jl^ 3 a} cflolElBilolicHl^ ±M1*1 Jl cj-Al 

^71 2*1- 7.fl3^ -fri^ 3*HH 7i?vo) ^ ^Mb* i*> 7.fl^^ -b-s:^ 3*J-« *W -8-Jl *Ms?!7i-«- 

##*Hr ^7)121-; 

^7l 7fl^^ 7RV -a-JM^AHH -n-S.7-lolHS 13 7-1-olBl- -R-Jl^ ^a> c-)|o]EHlo|^ofl^ aJ^ji cfA] 
^ Al cfl o] El »)) o] ^s. ^ ^-S)-^ #31 21-; 

#71 1*1- 7fl^^ 7l# -B-JL^ ^41^1 7|#Ol #5.^ ^ AHE^. SJ-O] ^1 ^ A\o]^ ^] 7 }^ #3]# 

3 * ^f-^sL *1tt -B-Sfl^olE OlolE^Hflol^ ^qjs). m c V^. 
5. 

-B-«flAl-0]E dlolElHfloliir -B-SflA}-o)E t7jS £ ^|A 7 } ^ « Al Cll Ol E^ Hfl 0]^21-; 

-B-SflAj-ojE Q^.Xg.M)^7} Sffe CllolElHfloli, -B-SflAl-Ole c)lolE^]ol^, -¥-^A(-o)E *)] o] Ei«fl o] >-a|.; 

-B-SflAVolB 3 A} =5.^71- 5>iff -B-SlAj ^olE^lol^S. ^Ajjg 3^ £^£1 -fr sfl A> O] E c]j °1 E-j B)| 

01^ sisgs}- #*i. 
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